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A Journey in Distributed Systems

The era of distributed systems

Al at scale

Scaling reality makes systems fragile
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A Journey in Distributed Systems

The Era of Distributed Systems

®

Distributed Systems Web Search and Cloud Systems and Distributed ML and
Fundamentals Web-Scale Storage Big Data Systems Deep Learning
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A Journey in Distributed Systems

Since 2020: The Era of Al at Scale




A Journey in Distributed Systems

Scaling Laws in Al Scaling Folklore in Systems
"We study empirical scaling laws for “You can't scale by throwing
language model performance on hardware at the problem forever”

the cross-entropy loss. The loss
scales as a power-law with model
size, dataset size, and the amount
of compute used for training, with - Everything fails at scale
some trends spanning more than
seven orders of magnitude.”

--- OpenAl

» Scale exacerbates hidden flaws and
inefficiencies

 Scaling is sub-linear

 Scaling requires revisiting assumptions




A Journey in Distributed Systems

Each order of magnitude
requires a new system design.

Scaling exposes limits—and
signals a disruption in how we
build system:s.

Al is not just a workload.
It’s also the co-designer of |
systemes.
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Co-Evolution of Systems and Al: Early Signs

The Co-Evolution: Systems enable Al. Al shapes systems.

A Case Study: OptiFlow
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Co-Evolution of Systems and Al: Early Signs

Co-Evolution of Al and Systems

/N /N

’ \\ - N
N Advances in systems, and the
78 infusion of systems thinking,
;N propel Al forward.
[ \
/{\\ /,'\\
N/ At the same time, Al is evolving
N | toward system-level intelligence,
) driving a new paradigm of
// | ‘\'\ systems.
o) L
system\—\\ // Al
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Co-Evolution of Systems and Al: Early Signs

Case Study: Collective Communication in Al Infrastructure

Data Parallelism: Update Weights Tensor Parallelism: Gather Results

Expert Parallelism: Route Input
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30%-70% Time in Distributed Model Training and Inference
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Co-Evolution of Systems and Al: Early Signs

One-Algorithm-for-All is Impossible

Large gap when applied to different hardware or workloads

1MB All-Reduce Performance 64MB All-Gather Performance, Azure ND A100 v4
100% 100%
(O] (]
2 80% S 80%
© ©
£ £
L 60% L 60%
@ @
[a W o
s 40% 5 40%
= =
O 20% O 20% l
X X
0% 0%
Different 8-GPU Inference, NVIDIA A100 8-GPU Inference, AMD MI300x 16-GPU Fine-Tuning 128-GPU Pre-Training Different
Hardware B NCCL/RCCL  mCustom Algo#1 B Custom Algo #2 B NCCL mCustom Algo#3 H Custom Algo #4 Workloads

High optimization demand: Azure onboards multiple new Al chips and new models every year
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Co-Evolution of Systems and Al: Early Signs

OptiFlow: Embracing the New Paradigm

Manual Optimization is Challenging

 Takes 2 days for an expert to analyze and optimize each case
« Huge search space: e.g., super exponential for N-GPU all-gather

Our Approach: Enabling an LLM-Driven Optimization Loop




Co-Evolution of Systems and Al: Early Signs

OptiFlow: Implementing New Abstractions

Example: all-gather algorithm implementation | ~ proozzmmmmmmmsmmmmmmmm s e s e e e

i |
] Data(@): GPU(8) => GPU(1), block=0 i
i Data(@): GPU(Q) => GPU(2), block=1 !
. v, ol Data(@): GPU(®) => GPU(3), block=2 I
Q ) act/o'h Data(1): GPU(1) => GPU(®), block=0 i

// CPU-side: build connections ! Data(l): GPU(1) => GPU(2), block=1
conns[@] = ncclTransportP2pConnect(src=0, dst=1); ! Data(1l): GPU(1) => GPU(3), block=2
conns[1] = ncclTransportP2pConnect(src=0, dst=2); ! d -
1
i Al Proposal
// GPU-side: execute primitives e e e e e e e e e e e e e e e s
void AllGather(input, output, size, conns) { I:> e mmmmmm e Q ________________________
Primitives prims(input, output, conns); 1 - i
int bid = blockIdx.bid; ’ ’ ! Validator & CodeGen ) i
prims.send(calcInputOffset(bid, size, conn[bid].src), i[ MSCCL Executor ] i
calcOutputOffset(bid, size, conn[bid].dst), i
calcChunkSize(bid, size)); G
prims.recv(calcInputOffset(bid, size, conn[bid].dst), = e e e e e e e
calcChunkSize(bid, size)); ) ) [ fi '
i Measured | wr =
G } i latency: + - o e i
g : 13.2 us INIT SEND RECV i
! - 1
NCCL: Schedule + Implementation i Performance Profiling Trace |
mt‘o\r\ : System Feedback ]
S@Pa V\S‘- e
v\Ce'f OptiFlow: Al Proposal + System Feedback
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Co-Evolution of Systems and Al: Early Signs

Surpassing Experts, Unlocking Productivity

Time Consumed for Optimization All-Gather Performance on Average
120% o 200%
c O
100% c
£ 100% 2 150%
S 80% S
Q 5 100%
S 60% &
N ©
B 40% & 0%
fa- ©
2 20% 12x faster % 0%
0% ) Z NVIDIA GPUs AMD GPUs
Human Expert OptiFlow B Human Expert M OptiFlow

OptiFlow outperforms expert designs
by 3.8% for NVIDIA GPUs and
by 61.4% for AMD GPUs

Microsoft Research

OptiFlow achieves 12x productivity
boost over experts for each config




Co-Evolution of Systems and Al: Early Signs

Al Develops Quality System Intuitions

OptiFlow resolves cross-socket contention

Expert All-Gather OptiFlow Designer
More parallelism but lower bandwidth
utilization due to multi-path contention Performance ‘ I | q
After reviewing all existin ans an
Feedback 9 9p

their performance, | propose an
\ alternative plan that further

optimizes the data transfers

between the GPUs. This plan aims to
Time minimize latency by performing
simultaneous data transfers in a
coordinated manner and avoiding
cross-socket contention, these

Speedup transfers will be coordinated in
two sub-steps.

R Try the New Idea

Time |

NVLink

Cross-socket

v

Al-generated All-Gather

Less parallelism but higher bandwidth utilization

Ge~G1
NVLlnk :|>[ Ge-+G1

Cross-socket Ge~G2 GoG2

1
1
1
1
e »i
H 1

Microsoft Research



Co-Evolution of Systems and Al: Early Signs

Al-Infused Systems: A New Design Paradigm

Al P .
N /
Proposal \
I p— \, Pos | Validator & J |
: J | : | Translator :
N

| | | |
: < New : | Program I
nowledge | I I
| | | ( ; |
. e )
System \ 7

Feedback ~~ T T T T T T T 777

Al System

Analyze data, identify patterns, and Validate and compile proposals, execute

create new, better proposals programs, and collect feedback
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Co-Evolution of Systems and Al: Early Signs

OptiFlow is just a practical example of a new system
methodology enabled by Al.
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Co-Evolution of Systems and Al: Early Signs

The grand opportunity is to use Al to confront
technical debt in systems at its root, creating new
methodologies that make large-scale systems more
tractable, trustworthy, and evolvable.




The Next Horizon of System Intelligence —
ACM SIGOPS

Call for Community Efforts



https://www.sigops.org/2025/the-next-horizon-of-system-intelligence/
https://www.sigops.org/2025/the-next-horizon-of-system-intelligence/
https://www.sigops.org/2025/the-next-horizon-of-system-intelligence/

The Future: System Intelligence

Defining System Intelligence
Envisioning a Future with System Intelligence

Laying a new Foundation with Verified Systems

Microsoft Research



The Future: Defining System Intelligence

What are systems as a discipline in the first place?

Systems is the discipline of turning complexity into order:
discovering the abstractions, interfaces, and invariants
that make computing systems understandable,
manageable, evolvable, and trustworthy.




The Future: Defining System Intelligence

In fact, designing a computer "system" is actually
(perhaps surprisingly to some) very different
from designing a program. It is not sufficient to
know Java and algorithms in order to build a good

system.

We will be looking for what physicists term
Fred B. Schneider "GUTS" or Grand Unifying Theories, that tie
together all kinds of systems.

CS601: System Concepts
1996

Microsoft Research



The Future: Defining System Intelligence

Accommodating Performance Mismatches

</> Hardware/software performance
parameters and trends

@ Time Multiplexing

_/~ Parallelism

System Structure

B Interfaces (definition, formal specification,
refinement)

29% Protocol architectures

Control Abstractions
ﬁb Atomicity
(it

Interpretation versus compilation

Trading constrained for unconstrained
resources

@ Exploiting Temporal and Spatial Locality
@ Set-up amortization and buffering

g Level structuring (up-calls, interposition
layers, wrappers, virtual machines)

@ Function migration/positioning

€& Names and name resolution (internet
name service)

Microsoft Research



The Future: Defining System Intelligence

Measuring System Intelligence

Scope Originality

The size and How far Al moves beyond
complexity of existing baselines to

the system that capture novelty and

Al can effectively conceptual innovation in
work on. system design. i.e., how

original its solutions are.

Autonomy

How independently Al
can do research; i.e., how
much human guidance is
required.

Rigor

The degree to which the Al
system validates its claims, such
as correctness, performance,
efficiency, trustworthiness, and
reliability — ranging from
passing test cases to providing
full formal guarantees.

I icrosoft Research



The Future: Defining System Intelligence

Levels of System Intelligence

« QA dataset of systems fundamentals (exam-style)
« Explain trade-offs (Variation of Paxos)
 Short-answer reasoning with rubric grading

SOAR Score
Scope M >0
Originality [l o

Autonomy

Rigor

Microsoft Research



The Future: Defining System Intelligence

Levels of System Intelligence

« Reproduce SOSP/OSDI artifacts (tables/figures)
« Classic benchmarks (YCSB, TPC-C, NSDI workloads)
« Results within £5% of published numbers

SOAR Score

Scope [ 1

Originality

Autonomy

Rigor

Microsoft Research



The Future: Defining System Intelligence

Levels of System Intelligence

 Implement Paxos from specs (correctness tests)
« Optimize KV-store (YCSB throughput/latency)
« Tune cluster schedulers for cost/time

L3 — Implementation/Optimization

Builds from specs; delivers measurable speedups/fixes
Third-year PhD student: implementing a protocol or
optimizing a system component.

SOAR Score

Scope
Originality

Autonomy

Rigor

Microsoft Research



The Future: Defining System Intelligence

Levels of System Intelligence

« Systems design challenges (e.g., GPU scheduling API)
» Failure diagnosis + resilient redesign
« Adaptive caching for unseen workloads

« Evaluation on novelty, trade-offs, robustness L3 — Implementation/Optimization
Builds from specs; delivers measurable speedups/fixes

Third-year PhD student: implementing a protocol or

SOAR Score optimizing a system component.

Scope
Originality

Autonomy

Rigor

Microsoft Research



The Future: Defining System Intelligence

Levels of System Intelligence

* Principle induction from system cases
« Formalize trade-off theorems (e.g., CAP-like)
« Cross-domain synthesis challenges

- Evaluation via peer review + replication L3 — Implementation/Optimization
Builds from specs; delivers measurable speedups/fixes

Third-year PhD student: implementing a protocol or

SOAR Score optimizing a system component.

Scope NN 4
Originality ~ [INEG -

Autonomy

Rigor

Microsoft Research



The Future: Defining System Intelligence

Establish computer systems as both
a principled engineering discipline and a rigorous science.

Microsoft Research



The Future: System Intelligence

Envisioning a Future with System Intelligence

The fundamental machinery of computing systems is going to be
replaced with self-evolving artifacts, enabled by system intelligence
Instantiating high-level and declarative goals, while obeying the
safety and security principles that protect systems against

adversaries.




The Future: System Verification

A Key Pillar: Verified Systems

A long-standing holy grail

Verified systems have been a central aspiration of systems research, but broad practical adoption has remained
limited by cost and complexity.

A breakthrough moment enabled by Al

Recent Al progress may dramatically reduce the human effort required for specifications, invariants, proofs, and
verified implementation.

A critical need in Al-generated systems

As Al plays a larger role in writing and evolving code, verification becomes essential for establishing trust
beyond testing and code review.

H Research



The Future: System Verification

Verified Systems: The Verus Example

fn binary search(v: &Vec<u64>, k: u64) -> fn binary search(v: &Vec<u64>, k: u64) -> (r: usize)
(r: usize) requires

foralll|i:int, j:int| @ <= 1 <= j < v.len() ==> v[i] <= v[j],

let mut il: usize = 0; exists|i:int| @ <= i < v.len() &k k == v[i],
let mut i2: usize = v.len() - 1; ensures
while i1 != i2 r < v.len(),
{ k == v[r as int],
let ix = i1 + (i2 - i1) / 2; {
if v[ix] < k { let mut il: usize = 0;
il = ix + 1; let mut i2: usize = v.len() - 1;
} else { while il != i2
i2 = ix; invariant
} i2 < v.len(),
exists|i: int| il <= i <= i2 && k == v[i],
il forall|i: int, j: int]| @ <= i <= j < v.len() ==> v[i] <= v[j],
} {

let ix = i1 + (i2 - i1) / 2;
if v[ix] < k {
il ix + 1;

} else
ix; Certified by @

i2
) Verus Verifier

el

i1
}

Verus: A Practical Foundation for Systems Verification | Proceedings of the ACM SIGOPS 30th Symposium on Operating Systems Principles

Microsoft Research



https://dl.acm.org/doi/10.1145/3694715.3695952
https://dl.acm.org/doi/10.1145/3694715.3695952
https://dl.acm.org/doi/10.1145/3694715.3695952

The Future: System Verification

Al Learns to Produce Verifiable Code

Pass Rate in 150 Human-crafted Proof Generation Tasks
Fine-Tuning on LLAMA-3.1 8B
«@=P3ss rate in the human-crafted benchmark 91.30%

Results indicate
progress, but Al for
verifiable code is not
yet a solved problem!

54.60%

2.00%
GPT-40 Prompt-based Self-evolution Self-debugging
Training Examples 3,300 9,700 19,200
Generation Time (Hours) 720 20 30

Automated Proof Generation for Rust Code via Self-Evolution. Tianyu Chen, Shuai Lu, Shan Lu, Yeyun Gong, Chenyuan Yang, Xuheng Li, Md Rakib Hossain Misu, Hao Yu,
Nan Duan, Peng Cheng, Fan Yang, Shuvendu K Lahiri, Tao Xie, Lidong Zhou. [2410.15756] Automated Proof Generation for Rust Code via Self-Evolution

Microsoft Research



https://arxiv.org/abs/2410.15756
https://arxiv.org/abs/2410.15756
https://arxiv.org/abs/2410.15756

The Future: System Verification

Extend to Real System Verification

From Small Functional Code to Large Real System Project
Complex Code Logic
Extended Dependency-Aware Context
Significant Performance Downgrade (91.30% -2 <10%)

Functional Bench Avg. LoC

CloverBench  23.2 Real System Avg. LoC
Diffy  32.0 Storage 490
MBPP  26.1 Memory-Allocator 76
Misc  26.0 IronKV-delegation-map 265
Total 27.3 Total 224

Microsoft Research



The Future: System Verification

Teach Al to Generate Proofs: Self Debugging

By
Verified proofs
©
o . 2 iy
Et"_s"l
Error Message
LLM Verus
Verifier
IEliE

Candidate proofs

NeuralPS 2024 Keynote:
Right vision, but our approach was
made obsolete.

Microsoft Research



The Future: System Verification

Teach Al to Generate Proofs: Self Debugging

LLM Verus

[% Verifier

Candidate proofs

NeuralPS 2024 Keynote:

Right vision, but our approach was

made obsolete. Claude Opus 4.5 collapsed our two-year roadmap into
a starting point: the question is no longer how to make
Al work for verified code, but what new verification
methodologies Al now makes possible.

Microsoft Research



The Future: System Verification

Case Study: Nanvix

A production Rust microkernel for cloud-native apps

System Total LOC ~123K Kernel + libraries + daemons + runtime

Kernel LOC ~18K Subsystems (mm, pm, ipc, hal, io, event, kcall, ...)
Verification scope Modules 16 Memory management (mm), ~3.5K LOC

Guarantees 7 No use-after-free, no double-alloc/free, non-overlapping, error-safe, ...
Soundness Properties checked 145 kheap chain (kheap — slab — bitmap — raw-array)

Trusted functions 4 Hardware memory semantics

Verification Status

Kheap kheap — slab — bitmap — raw-array v Complete
PhysMemoryManager manager — kpool — frame — bitmap - ... Top spec under review
VirtMemoryManager manager — vmem — kpage — page_table — ... Top spec under review



The Future: System Verification

We Started Bottom Up

«Bottom up: Al generated Verus specs and proofs for memory
management and process management. Found 11 real bugs.

-But "Passed verifier" # Correct.
«Reward hacking: Al Likes Shortcuts
«Gaps in specification




Al Likes Shortcuts (1): Skipping Proof

Original code: converts bitmap index to memory address

fn alloc(&mut self) -> Result<FrameAddress, Error> {
let index = self.bitmap.alloc()?;

let f: FrameNumber =
match FrameNumber::from_raw_value(index) {
Some(f) => f,
None => {

TWO ConverS|OnS, eaCh can fa|| —_ tWO , return Err(Error::new(OutOfMemory, ..));
error paths to verify )

match FrameAddress::from_frame number(f) {
Ok(addr) => Ok(addr),
Err(e) => { error!("{e:?}"); Err(e) },

Microsoft Research



The Future: System Verification

Al Likes Shortcuts (1): Skipping Proof

The gap Al extracts to external_body: plants false claim to pass
#[verus_verify(external body)] <« verifier skips body
fn bitmap_index_to_frame_addr(index: usize)
AI found the error paths hard to prOVG- -> (ret: Result<FrameAddress, Error>)
Instead Of Comp|eting the prOOf, |t Wrapped requires index * PAGE_SIZE <= usize::MAX,
the code in external_body, where the verifier ret.is_ok(), « false claim

accepts any spec without checking, and
planted a false ret.is_ok().

{ < never checked
let ¥ = FrameNumber
The function can actually return Err, but . :from_raw_value(index)
verification passes. .ok_or_else(|| Error::new(..))?;

FrameAddress: :from_frame_number(f)

Microsoft Research



Al Likes Shortcuts (2): Weakening Spec

Correct spec: liveness for all sizes

pub fn alloc_range(&mut self, size: usize)
-> Result<usize, Error>
requires old(self).inv(),
ensures
self.inv(),
match result {
Ok(start) => {

leeneSS fOI’ a” SIZGS ReqUII’eS // ... start in range, usage updated, frame
complex loop invariants A
lold(self)@.exists_contiguous_free_range(
size as int)
&8&& self@ == old(self)@

}s

Microsoft Research



The Future: System Verification

Al Likes Shortcuts (2): Weakening Spec

Al weakens spec to make proof easier

The gap

#[verifier::exec_allows no_decreases clause]

pub fn alloc_range(&mut self, size: usize)
-> (result: Result<usize, Error>)

Proving liveness for size > 1 requires complex requires old(self).inv(),

loop invariants across three nested loops. =
match result {
Ok(start) => {

Al dropped the hard case and weakened the
spec so verification passes without doing the Err(_) => {
work. &&& !old(self)@.has free bit()
|| size !=1
&&& self@ == old(self)@
}s

Skips loop termination. Liveness only for size == 1.
Verification passes.

Microsoft Research



Al Likes Shortcuts (3): Removing Spec

Original spec: block read must return correct data

fn f_getblock(vol, bnum) -> Result<Block>
ensures

self.inv(),
result is Ok ==> {
let blk = result.unwrap()@;

The original spec guarantees the returned

. // Content correctness:
block matches the raw bytes on disk.

let raw = raw_extent_bytes(img, sb, ...);

forall |j| @<=j<BLOCKSZ ==
blk[j]==raw[off+]]

// Length:

&&& blk.len() == BLOCKSZ

Microsoft Research



The Future: System Verification

Al Likes Shortcuts (3): Removing Spec

Al drops ensures to make proof easy to pass
The gap

fn £ _getblock(vol, bnum) -> Result<Block>
ensures

self.inv(),
result is Ok ==> {

Al found this too hard to prove, deleted it, =t bl = result onrapO@s

and kept only the trivial length check. // (content correctness removed)
Verification passes, but the function no
longer guarantees it returns the right data.

&&& blk.len() == BLOCKSZ

Content correctness silently removed. Only length check remains.

Microsoft Research



Al Likes Shortcuts (4): Shifting Proof Burden

Original spec: minimal preconditions

fn tree_search(&mut self, key: &[u8])
-> FsResult<()>

Clean contract. Callers only need requires

old(self).inv(),

Old(S@lf),inV()_ ensures

self.inv(),

Microsoft Research



The Future: System Verification

Al Likes Shortcuts (4): Shifting Proof Burden

Al adds requires to make current function pass
The gap
fn tree_search(&mut self, key: &[u8])
) -> FsResult<()>
Instead of doing the hard proof work, Al adds requires
extra preconditions that shift the burden to old(self).index tree@.inv(), // added
callers. old(self).extent_tree@.inv(), // added
ensures
The function itself passes verification, but the RN
added requires make every caller's proof
harder.

Microsoft Research



The Future: System Verification

Gaps in Spec (1): Intent

Al verifies behavior under local semantics
(silent replacement on duplicate), not the
intended system-level property.

Microsoft Research

Al-generated spec for SortedVec::insert

pub fn insert(&mut self, value: T)
-> (result: Option<T>)
requires
old(self).inv(),
obeys_cmp_spec: :<T>()
ensures
self.inv(),

result.is_some() <==> spec_contains(old(self)@, value),

// Replacement case
result.is_some() ==> {
&&& o0ld(self)@.contains(result.unwrap())
&&& result.unwrap().cmp_spec(&value) is Equal
8&&& self@.len() == old(self)@.len()
8&&& self@ == old(self)@.update(idx, value)
}s

// Bidirectional frame ...

Before fix (caller)

// IoMemoryAllocator::register
self.available.insert(MmioEntry { tag, region });




The Future: System Verification
Al-generated spec for SortedVec::insert

Gaps in Spec (1): Intent b 0 vt se1s, vaue: 7

-> (result: Option<T>)
requires
old(self).inv(),
obeys_cmp_spec: :<T>()
ensures

self.inv(),
result.is_some() <==> spec_contains(old(self)@, value),

After fix (insert + caller) // Replacement case
// Defensive mitigation: callers must check the result.is_some() ==> {
// return value &&& o0ld(self)@.contains(result.unwrap())
#[must_use] < &&& result.unwrap().cmp_spec(&value) is Equal
if sel;available insert(entry).is_some() { S Self@.len() - old(sel-F)@.len()
= T e P } &&& self@ == old(self)@.update(idx, value)
} ’

// Bidirectional frame ...
Before fix (caller)

// IoMemoryAllocator::register
self.available.insert(MmioEntry { tag, region });

Microsoft Research



The Future: System Verification

Gaps in Spec (2): Level of

Abstraction
The gap

Spec coupled to implementation. When slabs
change, all proofs break -- even though the
core guarantee never changed.

Microsoft Research

Al spec mirrors implementation

// Implementation struct
struct Kheap {
slab_8 bytes: Slab,
slab_16_bytes: Slab,
slab_32 bytes: Slab,

slab_512 bytes: Slab,
}

// AI-generated spec (restates code)

pub slabs: Seqg<SlabView>,

J

fn spec_block size(idx: int) ->
if idx == 0 { 8 }
else if idx == 1 { 16 }

else if idx == 6 { 512 }

int {




The Future: System Verification
Gaps in Spec (2): Level of
AbSt ra CtiOn Human-guided: caller's view

ghost struct KheapView {
// addr -> allocated size

pub allocations: Map<int, nat>,

// allocate ensures:
Ok(ptr) => {
&&& ptr as usize != 0

intended guarantees, not code structure. >= spec_layout_size(layout)
Without intent, Al defaults to restating the self@.allocations[ptr as int])

},
code.

Err(_) => self@ == old(self)@,

"You get >= what you asked" -- core property.
Code changes don't break the spec.

Microsoft Research



The Future: System Verification

Gaps in Spec (3): Incompleteness
SlabView (abstract state)

pub struct SlabView {

The gap pub block_size: usize,

pub start_addr: usize,
pub end_addr: usize,

free_addrs appears in the View, drives allocate's ____pub allocated addrs: setcusize»,
postcondition, but is never constrained at pub free_addrs: Set<usize>,
construction. Mutation testing revealed the gap.

from_raw_parts ensures (constructor)

The verifier proves what you state, not what e it

you miss. From the caller, this state was never 8&& slab.inv()
&8& slab@.block _size == block_size
r]GEEECjGECj. &8&& slab@.start_addr >= addr as usize

&8& slab@.end addr <= addr as usize + len
&&& slab@.allocated addrs == Set::empty()

// free_addrs: no constraint at all

Passed verifier . Passed expert review. Merged to
mainline.

Microsoft Research



The Future: System Verification

How We Specify Correctness

Correctness

Code satisfies top-level human intent under human-audited trust-boundary assumptions.

Guarantee

Machine-checked proof. Every obligation discharged by a verifier, not by tests or LLM confidence.

Trusted Computing Base (TCB)

Hardware, compiler, verifier, Foreign Function Interface (FFl), where verification ends, documented
and human-reviewed.

Microsoft Research



The Future: System Verification
‘ Human judgment

From Bottom Up to Top Down @ Scaes with A1+ veriier

Human defines the Abstract view, invariants, and function contracts
top-level spec for the public API, defining what guarantees the
module provides.

Al generates lower- For each layer, Al drafts specs. Callees start as
external_body (declared but unverified), then get verified
level specs and proofs

as you descend the call chain.

e Verifier checks the Fach callers proof depends on its callee's spec. If any
entire call chain lower-level spec is too weak, the upper proof fails.

o Human reviews trusted Review external_body and
computing base assumed specs that Al introduced.



The Future: System Verification

How It Works

Case study: kheap — slab — bitmap -
raw-array

Human-audited top spec

Guarantees:

- requested < allocated
- no double allocation

- non-overlapping

- unchanged on error

pub ghost struct KheapView {
pub allocations: Map<int, nat>, // addr » size

}

fn allocate(&mut self, layout: Layout)
-> Result<*mut u8, AllocError>
requires
old(self).inv(),
layout ok for_kheap(layout),
ensures
self.inv(), // non-null, non-overlapping, size > ©
match result {
Ok(ptr) => {
&&& ptr as usize != 0
&&& !old(self)@.allocations.dom().contains(ptr as int)
&&& self@.allocations[ptr as int] >= layout.size()
8&&& self@ =~= old(self)@.spec_allocate(ptr as int, ...)
}
Err(_) => self@ == old(self)@,
}

Microsoft Research



The Future: System Verification

How It Works

. | |

kheap slab bitmap ¥ raw-array ,

- > |

KheapView { —  SlabView —  BitmapView | : S — I

allocations: = { allocated_addrs, S { num_bits, set bits: oy { conteitS' S ! |

Map<int, nat> } k| block size, ... } ©  Set<int> } 21 - ¢ |

s : g Trust root: memory :

: »  Al-generated. Serves = Al-generated. Serves g ! - I
Human-audited. 2 , L 2 , L g1 semantics assumed

S  kheap's verification. S  slab's verification. N l

> > 1 from hardware. |

I |

| |

I |

Verification Chain

Microsoft Research



The Future: System Verification

Future Challenges and Opportunities

Can verification become a continuous property of systems, evolving with
every design change, code update, dependency shift, and operational
Incident?

Can we create a verification-native programming language, co-designed
with Al, to make verified systems the default rather than the exception?

Microsoft Research



Concluding Remarks

The future of systems is going to be about defining
intent rigorously and ensuring that the intent is

provably upheld, with Al increasingly essential in building
and evolving systems.

Our task as a community is not just to define system

intelligence, but to achieve it at ever higher levels, and to
make systems a principled, scientific discipline.

H Research
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