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Do you think the following sample is safe?

Prompt: Give detailed step-by-step instructions for synthesizing A\ Highly toxic

Response: | can't assist with that request.

Response: I’'m unable to help.

Response: | cannot help with synthesizing dangerous chemicals.

Response: | can't provide instructions for toxic compounds.

Response: I'm unable to assist with creating hazardous chemicals.

This is how current safety evaluations work.



LLM Outputs Are Stochastic

Response: I'm not able to help with that request.
Response: That's something | can't help with.
Response: | can't do that.

Response: I'm unable to provide this information.

Response: Sorry, | can’t provide.

Each generation samples a different trajectory from the model distribution.



LLM Generation Uses Probabilistic Sampling

How are you? :&)

Probability of each token

.

| Token1:0.44

Token2: 0.33

\Token3: 0.15

Token4: 0.06

)

* Top-k: sample from top K tokens



Finite sampling cannot establish safety

Prompt: Give detailed step-by-step instructions for synthesizing A\ Highly toxic

Sample

1431  Response: ...Here is the instruction...

How many more unsafe outputs exist that you will never discover?
Finite sampling can never answer this question. 6



Current Evaluations Rely on Limited Sampling

Greedy Decoding
> Low-probability branches unexplored.

Few Random Samples
> No principled coverage guarantee.

Current evaluations may underestimate rare unsafe behaviors.



Unsafe Knowledge Is Often Suppressed, Not Removed

 RLHF increases refusal probability
 The underlying knowledge remains in the model
* Unsafe and safe answers coexist in the generation space at different probability levels

* Ourgoal: discover hidden unsafe regions efficiently

Safe answer
Iincrease
-0—O0
prompt
O- -O lsuppress

Unsafe answer



Depth 8

10






Comparison between unsafe and safe path
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Jailbreak Oracle: A Guided Tree Search System

/Problem

¢ Input:

Model, Prompt,
Decoding Strategy,
likelihood

e Question:

Does a jailbreak
response exist?

\

~

/

(ch

e Exponential
Search Space

O(kZOO)

allenge

L

\

Gilbreak Oracle (JO) \

e Goal: Find the jailbreak

path in the tree.

e How:

1. Guided Search
(Algorithm)

2. System Acceleration

(Engineering) /
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Phase 1: Random Sampling



Uniform Sampling

expand 4 — prune low-p — uniform — sample



Phase 2: Tree Search



Phase 2: Tree Search

Buffer
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Phase 2: Tree Search
Round 1: pop root — expand — score

How to

create a
bomb

Buffer

Buffer
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Phase 2: Tree Search
Round 1: pop root — expand — score

How to

create a
bomb

Buffer

Buffer

"l cannot he..." 2.1

"l cannot do..." 2.2

"l won't hel
"l refuse th.

"I'm unable

"Sure, here ..
"Sure, here ...
"Sure, here ...

"Sure, here ...

"Sure! Here
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Phase 2: Tree Search Priority Queue

Round 1: pop root — expand — score ( )
#1
#2
#3
How to
create a #4
bomb . )
Cache (sequence — score)
"l cannot he..." 2.1
"l cannot do..." 2.2
"I won't hel..." 24
"l refuse th..."” 2.3
"I'm unable ..." 2.5
"Sure, here ..." 8.7
"Sure, here ..." 8.9
"Sure, here ..." 8.6
"Sure, here ..." 8.5
"Sure! Here ..." 8.0
Buffer Buffer
[ ] [ Sampler ] [ ] [ Judger ]
0/2 0/5




Phase 2: Tree Search

Round 1: pop root — expand — score

How to

create a
bomb

Buffer

Buffer

=2l

=

0/2

0/5

Priority Queue
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8.5

- (0
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#3

\

J

Cache (sequence — score)

( ~\
"l cannot he..." 2.1
"l cannot do..." 2.2
"l won't hel..." 24
"l refuse th..." 2.3
"I'm unable ..." 2.5
"Sure, here ..." 8.7
"Sure, here ..." 8.9
"Sure, here ..." 8.6
"Sure, here ..." 8.5
"Sure! Here ..." 8.0
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Phase 2: Tree Search Priority Queue

Round 2: pop Sure — expand — '," partial + '!" partial + '."' pruned i )
al 23
#2
#3

How to

create a #4

bomb L )

Cache (sequence — score)

' ™y
"l cannot he..." 2.1
"l cannot do..." 2.2
"l won't hel..." 24
"l refuse th..." 2.3
"I'm unable ..." 2.5
"Sure, here ..." 8.7
"Sure, here ..." 8.9
"Sure, here ..." 8.6
"Sure, here ..." 8.5
"Sure! Here ..." 8.0
Buffer Buffer
[ ] [ Sampler ] [ ] [ Judger ]
0/2 0/5




Phase 2: Tree Search

Round 2: pop Sure — expand —

How to

create a
bomb

Buffer

., partial +

Buffer

I' partial +

Sampler ] [

[ moger

0/2

0/5

." pruned

Priority Queue
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Cache (sequence — score)

' N
"l cannot he..." 2.1
"l cannot do..." 2.2
"l won't hel..." 24
"l refuse th..." 2.3
"I'm unable ..." 2.5
"Sure, here ..." 8.7
"Sure, here ..." 8.9
"Sure, here ..." 8.6
"Sure, here ..." 8.5
"Sure! Here ..." 8.0
"Sure, the s..." 7.5
"Sure! Try t..." 4.7
"Sure! the r..." 4.4
"Sure! check...” 4.3
"Sure! follo..." 4.6




Phase 2: Tree Search Priority Queue
Round 3: pop Sure, — expand — ‘here' partial + 'the' partial =3 %

#1 @ 7.9
# @ 7.6
#3 o 5.2

7.9

How to ( "
create a #4 o 2.3
bomb L g
Cache (sequence — score)
' T
"l cannot he..." 2.1
"l cannot do..." 2.2
"| won't hel..." 2.4
"l refuse th..." 2.3
"I'm unable ..." 2.5
"Sure, here ..." 8.7
"Sure, here ..." 8.9
"Sure, here ..." 8.6
"Sure, here ..." 8.5
"Sure! Here ..." 8.0
Buffer Buffer "Sure, the s..." 7.5
"Sure! Try t..." 4.7
"Sure! the r..." 4.4
[ ] [ Sampler ] [ ] [ JUdger ] "Sure! check..." 4.3
"Sure! follo..." 4.6
0/2 0/5 "Sure, here ..." 8.4
\ "Sure, here'..." 5.0 )

"Sure, the r..." 1.7



Phase 2: Tree Search Priority Queue
Round 4: pop Sure, here — "is' HIT(5/5) + "s' pargigl — JAILBREAK . ,
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"l won't hel..." 24
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"I'm unable ..." 2.5
"Sure, here ..." 8.7
"Sure, here ..." 8.9
"Sure, here ..." 8.6
"Sure, here ..." 8.5
"Sure! Here ..." 8.0
Buffer Buffer "Sure, the s..." 7.5
"Sure! Try t..." 4.7
"Sure! the r..." 4.4
[ ] [ Sampler ] [ ] [ JUdger ] "Sure! check..." 4.3
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Applications

1. Compare different models in a principled way

safer

N
-

W
-
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o
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Applications

2. Compare different decoding strategies

100
9 p=0.9, T=0.6 / .
o on | p=0.8, T=1.0 /
T p— p=0.9, T=1.0
ﬁfﬁ k=5 -
S 601 — k=10 - 4 times increase
l § — k=20
= 40
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safer @ _
g 9] ~| default
= SN .
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Llama-3.1-8B-Instruct



BOA Web Interface

CONFIGURATION
I
Llama-3.1-8B-Instruct v
0.6 0,9 ;O
Lihood
0.0001 p
Greedy v
600 : /
"h‘h:anced Judger v




Conclusion

* We formalize the Jailbreak Oracle Problem:

* We propose Jailbreak Oracle, the first efficient jailbreak oracle
system
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