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LLM inference: From cloud to mobile and edge devices

Online services (multiple requests):

ChatGPT, Gemini, Claude, …

User (single request):

Chatbots

Model Context Protocols

(MCPs)

Agents

Other services
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Backends

On-device LLM inference: limited metrics and observability

GPU CPU NPU

Inference Engine (IE)

(LLM runtime + ML framework)LLaMA
Qwen
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User (single request):

Operating System

Chatbots

MCPs

Agents

Other services

Open-sourced LLMs

Gemma

DeepSeek
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Existing profiling tools
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llama-bench: Coarse-grained metrics (TTFT, TPOT).

ONNX Runtime profiler: Pre-defined intrusive tracing.

Netron: Static model structural analysis.
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llama-bench: Coarse-grained metrics (TTFT, TPOT).

ONNX Runtime profiler: Pre-defined intrusive tracing.

Netron: Static model structural analysis.

Dynamic

Fine-grained

Non-intrusive

ProfInfer



Background: extended Berkeley Package Filter (eBPF)

eBPF kernel 

program source

Clang

eBPF handlers

tracepoint

kprobe

socket

uprobe

Syscallbpf syscall

verifier

JIT

compiler

eBPF userspace 

program

libbpf

user space

kernel space

load context switch

eBPF 

maps

data

Target Process

uretprobe

Trap

• Flexibility: non-intrusive,  programmable, without changing kernel or loading kernel module.

• Safety: sandboxed program within OS kernel.
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Overview design of ProfInfer

IE

Operating System

Backends

GPU CPU NPU
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TracerIE

Overview design of ProfInfer

Operating System

Ubuntu OpenHarmony

GGML
eBPF 

user

eBPF 

kernel

Analyzer

(llama.cpp)

ProfDAG ProfTime ProfStat
Offline

Online

Backends

GPU CPU NPUSource code is publicly available: 

https://gitcode.com/openharmony-

robot/oh-llama.cpp/tree/main/profinfer 
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Lightweight eBPF-based tracing (online)

TracerIE

Backends

Operating System

Analyzer

GPU CPU NPU

IE (elf, *.so) Synchronous Asynchronous
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Lightweight eBPF-based tracing (online)

E.g.: Operator-level function: void ggml_compute_forward(…, struct ggml_tensor * tensor)

ggml_tensor

…
int64_t ne[4];
size_t nb[4];
enum ggml_op;
…
struct ggml_tensor* src[10];
char name[64];
…

src[0]
ggml_tensor

src[1]
ggml_tensor

0x0000

0x0010
0x0030
0x0050

0x0098
0x0100

BPF Helpers Features

bpf_ktime_get_ns Timestamp

bpf_get_current_pid_tgid PID/TID

bpf_get_smp_processor_id CPU ID

map.perf_read PMC

bpf_probe_read_user Read userspace address

Offset
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PMC: Performance Monitoring Counters



Operator-level fine-grained profiling (offline)

TracerIE

Backends

Operating System

Analyzer

GPU CPU NPU

ProfDAG
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Operator-level fine-grained profiling (offline)
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Operator-level fine-grained profiling (offline)
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Evaluations: System setup

Orange Pi 5 Pro/Ultra/Plus

SoC: RK3588/RK3588s

CPU: Cortex-A76x4 + Cortex-A55x4

GPU: ARM Mali-G610

NPU: Rockchip NPU 6 TOPS

Memory: LPDDR4/4X/5 8/16GB

OS: Ubuntu 22.04 / OpenHarmony 5.1.0

Rubik Pi 3

SoC: QCS6490

CPU: Cortex-A78x4 + Cortex-A55x4

GPU: Adreno GPU 643

NPU: 12 TOPS

Memory: LPDDR4 8GB

OS: Ubuntu 24.04
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• Different topologies across LLM families

Evaluations: Profile-driven insights—ProfDAG
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• Memory bandwidth usage varies across operators

Evaluations: Profile-driven insights—ProfDAG

Name Description

l3d_cache_refill Read from memory

mem_access_wr Write into memory

Performance Monitoring Counter (PMC)
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• Different topologies across LLM families
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Evaluations: Profile-driven insights—ProfTime
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• Selective operator offloading on different backends
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• Selective operator offloading on different backends

• Unbalanced operators across threads



Evaluations: Profile-driven insights—ProfTime
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• Selective operator offloading on different backends

• Unbalanced operators across threads

• Interfering task detection



Evaluations: Profile-driven insights—ProfStat
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• Across tokens:
KV cache growth impacts dynamic operators: KQ and KQV

• Per-operator:
The execution time of static matrix multiplication are 

proportional to their computational complexities

• PMC-driven:
Matrix-vector multiplication performance is correlated to the 

memory access. More than 50% CPU cycles are stalled

• Across backends:
GPU/NPU only outperforms CPU at certain operator 

dimensions



Evaluations: Profile-driven insights—ProfStat

Tracing of Mixture-of-experts

Distance: the token distance since the expert’s last activation

14 ProfInfer: An eBPF-based Fine-Grained LLM Inference Profiler

Average distance ~ Operator time



Structural 

information
PMC

Perf buffer

(Ring buffer)

Relative decoding 

speed decrease (%)

CPU load of probe 

handlers (%)

Power Increase 

(W)

Temperature 

Increase (℃)

B
C

C ✓ ✓ ✓ 3.67±1.21 0.70±0.01 0.06±0.29 1.22±0.62

x x x 1.63±0.66 0.61±0.00 0.00±0.34 0.85±0.76

lib
b
p
f ✓ x x 1.46±0.30 0.41±0.00 0.05±0.08 0.86±0.65

x x x 1.19±0.18 0.40±0.00 0.03±0.09 0.31±0.90

Evaluations: Low-overhead online trace

Prefill Decrease (%) Decode Decrease (%)

ProfInfer 0.25±0.62 3.60±0.80

ONNX Runtime profiler 0.46±0.70 8.91±1.94

Overhead analysis
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ProfInfer vs. ONNX Runtime profiler



• Summary: ProfInfer—an eBPF-based fine-grained LLM inference profiler

> Fine-grained

> Non-intrusive

> Low-overhead

Summary and discussions
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• Potential use cases:

> Profile-guided optimization

> Lightweight runtime monitor
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• Potential use cases:

> Profile-guided optimization

> Lightweight runtime monitor

• Future work:

> Less overhead: libbpf and bpftime

> Performance adaptation



Thank you for your attention!

Questions?
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