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NVIDIA GPU Confidential Computing 

Patents: filed in 2021 and 2023 CACM Paper: 2024 Hardware support since Hopper

GPU-CC is critical for protecting sensitive AI workloads in the cloud



Motivation

$ nvidia-smi conf-compute -srs 1

End User

Security Researcher

• Easy enablement
• No app code change

• Proprietary components
• Undocumented functionalities
• Complex CPU-GPU interaction

• Deeper understanding of 
security mechanisms 

• Verification of the claimed 
security properties

• Identification of new attack 
surfaces/vectors

Knowledge Gap
Principles  Mechanisms



Methodology
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• Extract specifications from       : cross-validate with patents

• Monitor dynamic interactions                : between drivers and GPU

• Instrument and pre-load shared library               : capture cryptographic 
operations 

Infer the unknown from the known



Approach

Blueprint

What are the key architectural 
components of GPU-CC?

BridgeBootstrap

How is trust established 
between the CVM and the GPU?

Is data protected when crossing 
the untrusted interconnect?



Blueprint

Secure Processor 
(SEC2)

GPU System Processor 
(GSP)

Copy Engine (CE)

Foundation Security 
Processor (FSP) Hardware root of trust 

→ Secure boot GSP 

Control plane of GPU
→ SPDM key negotiation
→ Resource manager
  

Specialized security engine for GPU-CC
→ Setup of GPU-CC memory and mode
→ Device attestation
→ Memory scrubbing
→ Secure data transmission
→ Secure command submission
  

Manage memory transfers for GPU
→ H2D/D2H encrypted DMA copy
  

NVIDIA GPU

GPU-CC 
functionalities are 
distributed across 
hardware engines



Bootstrap

How is trust 
established?

Secure boot chain of hardware engines

SPDM establishes 44 keys to protect data paths across PCIe 

BAR0 decoupler hides 99.78% control registers

Device attestation proves GPU identity



Bridge

Staging 
Buffer

CVM Private 
Memory

GPU Protected 
Memory

Confidential VM GPU

Untrusted PCIe

SPDM Key Negotiation

Six Data Paths across PCIe
• CPU-GSP RPC
• CPU-GSP memory transfers
• GPU memory faults

• UVM operations
• Memory scrubbing command
• CUDA

Information exposure during 
data transmission
• RPC metadata
• Timing channels

• Command queue metadata
• Semaphore signals



Security Analysis on CPU-GSP RPC 

(qemu) xp /129gx  0x16921e000
000000016921e000:   0x000000016921e000 0x000000016921f000
000000016921e010:   0x0000000169297000      0x0000000169300000
...

Physical Address Table

(qemu) xp /20wx  0x0000000169297000
0000000169297000: 0xef1c9c0a  0x92f51983  0x0deb4ee8 0x2030226c
0000000169297010: 0x0000088a 0x00000000 0x00000000 0x00000000
0000000169297020: 0xef206d88  0x0000088a 0x00000001 0x00000000
0000000169297030: 0x7dcbfb21  0xc0fef69d   0x3382c0d9 0x9a5a2d6b
…

Queue Element

(qemu) xp /12wx  0x000000016921f000
000000016921f000: 0x00000000 0x00040000 0x00001000 0x0000003f
000000016921f010: 0x0000001e 0x00000001 0x00000020 0x00001000
000000016921f020: 0x00000023 0x00000000 0x00000000 0x00000000

Queue Header

authTagBuffer

aadBuffer

checkSum seqNum elemCount padding

encrypted rpc payload

version size msgSize msgCount

writePtr flags rxHdrOff entryOff

readPtr padding

address table PA queue header PA

queue element PA queue element PA

CPU-GSP RPC:
• NVIDIA kernel-mode driver → GSP-RM API

Security Issue: 
• RPC payload is encrypted, but RPC queue metadata are not 

encrypted

Track Data Pointers:
• Physical address table → queue header/element → queue 

metadata

Locate physical address table in a large memory space?
• Self-reference: first entry stores table’s own address
• Scan memory for “address == address[0]”



Conclusion

• NVIDIA GPU-CC is a major step forward to enable secure AI

• GPU-CC secures bulk data, but not always the context around it

• The proprietary components still challenge security analysis

We hope this work helps demystify NVIDIA GPU-CC and 
lays the foundation for future security research
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